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S JUN 1975

MEMORANDUM FOR: Agency ADP Control Officers

SUBJECT - : Classification of Computer Storage
Media

1. With the proliferation of computer equipments
and the expansion of computer operations throughout the
Agency, ‘the appropriate classification and marking of
computer storage media is a matter of security concern.
As a consequence, you are asked to bring to the attention
of appropriate personnel under your cognizance portions
of Headquarters | _ | "Freedom of Information

f Act and National Security Information".
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2. PBoth these scctions of the regulation apply to
all computer storage media to include magnetic tapes,
disk packs (both portable and fixed), micrographic media,
and the like. C(Classification and labeling of the media
is the responsibility of the owner/creator of that data
contained thereon. This would include media currently
held in computer centers for processing and storage
purposes but which are not owned/created by such centers.

4. It is recognized that immediate and absolute
compliance with this interpretation of may not

be practical in some instances. Where such is the case,
the affected office is asked to develop a plan of ‘
implementation, setting a date for compliance which is
mutually agreeable to that office and the Office of
Security.

Director of Security

&
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DIRECTOR OF CENTRAL INTELLIGENCE D!RECTWE NO. 1/71
CONTROL OF DlSSEMINATION O‘: FOREIGN INTELU ENCE
(Effective 5 Octobcr 1975)

Pursuant to provisions of Subsection 102(d) of.the National Sccurity Act of '
1947, as amended, and other authorities vested in the Director of Central In-
telligence by the National Security Council, certain controls on dissemination .of
forcign intelligence and related material® (hereafter referred to as foreign in-
telligence) are hereby established and promulgated.

-

1. Purpose

This directive establishes certain common controls and procedures for thu
use and dissemination of foreign intelligence to ensure that, while facilitating
the interchange of information for intelligence purposcs, there will be adequate
protection of forcign intelligence sources and methods. This directive restates
applicable portions of National Security Council Directive of 17 May 1972 im- -
plementing Executive Order 11632, and prescribes 'uldltxonal controls '1pphcable
" to the U. S. foreign intelligence mission. - : -

2. Apphcnbzht'f

e—~-The controls and procedures sct forth Jn tlns Directive shall be uniformly
applied by all member departments and avencics of the intclligence community
in the handling of all matcriels containing foreign intclligence originated by

* the Central Intf'llxgencc Agency or by the intelligence components of othu
USIB departments or agencies.

3. National Security Couneil Directive

a. Natjonal Security Council Dircctive of 17 \Iny 1972 implementing Execu-
tive Order 11652 stipulates that, except as otherwise provided by Scciion 102
of the National Security Act of 1947, classified information or material origi-
nating in onc department shall not be disseminated outside any other depart-
ment to which it has been made available without the consent of the originat-
ing department. This restriction on dissemination is commonly described as
the “third agency rule.” ' '

b. The NSC Directive stipulates that the dissemination of classified infor-
mation, including intelligence and intelligence information, orally, in writing -
or by any other means, shall be limited to those persons whose official duties
or contractual obligations require knowledge or possession thereof. This is

- commonly referred to as the “need-to-know” principle.

1 Supersedes DCID 1/7, effective 5 October 1970.

2 For purposes of this directive, “related material” includes: information deseribing U. 8.

forcign intelligence sources and methods, equipment and methodology unigue to the acquisi-
tion or exploitation of foreign intellizence, foreign military hardware obtaited for exploitation,
and photosraphy or recordings resulting from U. S. foreign intellizence collection efforis.

1
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¢. The NSC Dircctive also states that documents or portions of documents .
containing TOP SECRET information shall not be reproduced without the o -
consent of the originating office. All other classified material shall be repro- ‘
duced sparingly and any stated prolubmon against reproduction shall be
strictly adhered to.

d. The NSC Directive fmthc' requires that the m'lrl\mg, “WARNING
NOTICE—SENSITIVE INTELLIGENCE SOURCES AND METHODS
INVOLVED,” be prominently displayed on all information and materials re-
lating to sensitive intelligence sources and methods; and, that materials so
marked will not be dxsscmuntcd in any manner outside authorized channels
without the permission of the originating department and an assessment by _

" “the senior intelligence official in the disseminating department as to the po- .
tential risk to the national security and to the intelligence sources and methods '
“involved.® For special purposes, primarily buhonmphlc notation, communica-
tions, or automatic data proeessmg, this marking may be abbreviated
.- WNINTEL. '

" 4. Advance authorization

a. To facilitate the dxsscmmatlon and dxf{erent uses made of classified

" foreign intelligence within and among USIB departments and agencies, to

- assure the tlmcly provision of intclligence to consumers and to handle the .

- .volume of such materials in a pracncal way, it.is nccessary to provide con-. . ... o
trolled relief to the “third agency rule” within the intelligence community in
addition to that provided by Section 102 of the National Security Act of 1947.
Accordingly, USIB departments and agencies have been given advance au-
thorization to use cach other’s classified foreign intelligence in their respective
intelligence documents, publications or other information media, and to dis-
seminate their preducts to third agencics or forcign governments,® subject -
to limitations and procedures prescribed in this Directive.

b. Classificd foreign intclligence documents, even though they bear no con-
trol markings, will not be released in their original form to third agencies or
foreign governments without permission of the originator. Information con-
tained in classified foreign intelligence documents of another department or
agency may be extracted or p’trqphlasod and used by the recipicnt USIB
Agency in classified foreign intelligence reports and released to third agencics,
except as spcmfzcdlly restricted by control markings prescribed in this direc-
tive. For purposes of this authorization, “WARNING NOTICE—SENSITIVE
INTELLIGENCE SOURCES AND METIIODS INVOLVED” shall not be
-considered a restrictive marking.

3 Unless otherwise specified by the Director of Ceniral Intelligence in consvltation. with USIB
or as agreed to hetween originating and recipient agencics, authorized channels include the
intcligence components of USIB departments and agencies and within cach department
and ageney (including their contractors and consultants) as determined by the rcmpxcnt senior
intelligence official.

4 Excepting RESTRICTED D\'l A and formerly RESTRICTED DATA, which is prohibited
from foreign dissemination under Sections 123 and 144 of Publlc Law 585, Atomic Euergy
Act of 1934, as amended.

2
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- ¢. Information contained in classified forcign intelligence documents of
another department or agency not bearing any control markings may be ex-
tracted or paraphrased and used by the recipient USIB Agency in reports |
disseminated to foreign governments provided.* ) :

(1) No reference is made to the source documents upon which' the re-
leased product is based. :

(2) The source and manner of acquisition of the information are not
revealed. : :

. {3) Foreign release is made through established foreign disclosure chan-
nels and procedures. ‘

d. Any department or agency disseminating foreign intelligence beyond
the departments and agencies of the USIR shall be responsible for ensuring
that recipicent departments and agencies understand and agrec to observe
the restrictions prescribed by this directive and maintain adequate saféguards.

e. No release of a classified foreign intelligence document, whether or not
bearing a control marking, shall be made to foreign nationals and immigrant
aliens, including U. S. Government employed, utilized or integrated foreign
nationals and immigrant aliens, without the permission of the originating
agency. g ' o : .

5. Additional authorized control markings - = .- . a L - e

" 7 al'In wddition to the WARNING NOTICE prescribed by NSC Directive '
any of the following additional markings may be used on foreign intelligence
whenever, in the opinion of the originating department or agency, extraordi-
nary circumstances related to the intelligence source or methods require niore
specific dissemination restrictions. Use of these markings shall be limited to
foreign intelligence, the disclosure of which, could: compromise the status of
collaborating foreign governments or officials or otherwisc seriously damage
U. S. relations with foreign governments; subject U. S. citizens or others to
the possibility of personal danger or incarceration; seriously impair the con-

- tinuing cooperation of private individuals providing forcign intelligence; se-
riously affect the continuing viability of vital technical collection programs;
or, result in the possible compromise or loss of some unique foreign intelli-
‘gence source or method. These control markings will be individually assigned
at the time of preparation of the completed document and used in conjunc-
tion with classification and other markings required by Executive Order 11632
and the implementing NSC directive and, ualess otherwise indicated in 6a
below, carried forward to any new format in which that information is in-
corporated, including oral and visual presentations.

(1) “DIiSSEMINATION AND EXTRACTION OF INFORMATION CON-
*TROLLED LY ORIGINATCOR”
This marking shall be used when unique source sensitivity factors, known
to the originator, require strict compliance with third agency rule procedures,
Jin addition to a continuing knowledge and supervision on the part of the
originalor as to the extent to which the original document and information

3
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contained thercin is disseminated. Documents and mformanon bearing this
marking will not be disseminated beyond the Headquarters elements of the:
recipicnt organizations and the information contained therein shall not be
extracted and incorporated into other reports without the permission of and
under conditions prescribed by the originator. (For special purposes, primarily
bibliographic notation, communications and automatic data processing, this
marking may be abbreviated ORCON.)

| (2) “USIB DEPARTMENTS ONLY”

Foreign intelligence so marked will not be disseminated to departments
and agencies not represented on the U.S. Intelligence Board without the
permission of the originating agency. Within each USIB department and
agency dissemination shall be as dctermined by the recipient senior intel-

. ligence official, and may include department or agency contractors and -

-~ consultants unless specifically prohibited by addition of the “NOT RELEAS- -
ABLE TO CONTRACTORS OR CONTRACTOR/CONSULTANTS” mark-
ing described below.-(For special purposes, primarily bibliographic notation, -

- communications and automatic data processing, this maxl\mg may be abbre-

viated USIBONLY.)

3) “NOT RELEASABLE TO CONTRACT ORS OR COL\TRACTOR/
~ CONSULTANTS” =

- Foreign- mtelhdence SO~ marLLd s}wll not be dxssemmated to- eontractoxs»i
~or contractor consultants without the permission of the originating agency.
Examples of when this marking may be used include National Intelligence
Estimates and similar national intelligence réports, and other forcign intel-
ligence, which, if disszminated to consultants or contractors, might seriously
impair the continuing cooperation of contribuling private individuals. This
restriction shall not apply to those consultants hired under Civil Service -
Commission procedures, or comparable procedures derived from authorities
vested in heads of departinents and agencies by law, and who are normally
considered an extersion of the office by which they are employed. In apply-
ing this control marking, originators will give consideration to the need of
USIB member Dep'irtments and Agencies to use contractor consultants and
contractors to perform services which cannot be adequately performed by
U. S. Government persomel.” (For special purposes, primarily bibliographic’
notation, communications, or automatic data processing, this marking may
be abbreviated NOCONTRACT.) :

(4) “CAUTION—PROPRIETARY INFORAMATION INVOLVED”

This marking will be used in conjunction with foreign intelligence obtained
from various sources in the U.S. private business sector, and as the informa-
tion may bear upon proprietary intercsts of the source, or may otherwise
be used to the source’s deaiment. Recipients of reports bearing this marking
shall take every rcasonable precaution to ensure that the information is not
uscd to the detriment of the source. This marking may be used in conjunction
with the “NOT RELEASABLE TO CONTRACTORS OR CONSULTANTS”
marking described above. (For special purposes, primarily bibliographic

4
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notation, communication and automatic data proccssm;,, this markmﬂ may

be abbreviated PROPIN.)
(5) “NOT RELEASABLE TO FOREIGN NATIOZ\'ALS” -

Foreign Intelligence so marked involves special considerations requiring
that it not be released in any form to forcign governments, foreign nationals
_or non-U.S. citizens without the permission of the originating agency.
Examples of when this control marking may be used include: the possible
compromise of the status of relations with collaborating foreign governments,
or officials; or jeopardizing the continuing viability of vital technical col-
lection programs. (For special purposes, primarily bibliographic notation,
communications, or automatic data processing, this marking may be abbre- _
viated NOFORN.) When the originating agency predetermines that infor-
mation can be released to a specified foreign government(s) the following
- marking may be used: “THIS INFORMATION HAS BEEN AUTHORIZED
FOR RELEASE TO (specificd country(s)).” (For special purposes, pri-
marily bibliographic notation, communications, or automatic data process-
ing, this marking may be abbreviated “REL (specified countries).”)

6 Procedures governmg use of control markings

~ a..Any recipient desiring to use foreign intelligence in a manner contrary
. _to-the restrictions. established by the control markings sct forth above shall
“obtain the permission of the originating agency. Such permission applies only
to the specific purpose agreed to by the originator and does not automatically
apply to all recipients of the juformation as- ongmall} disseminated unless the
“originating agency removes the control mm}\lnds for the benefit of the re-
cipients. In those cases where dissemination outside the recipient agency is
desired utilizing lesser or no control markings, the recipient agency should
preparc a sanitized version which may be released with the originator’s
permission.

b. Control markings authorized in paragraphs 3d and 5 above, shall be
displayed prominently on documents, incorporated in the text of communica-
tion messages, and associated with data stored or processed in automatic data
processing systems. Unless the entire document justifics the protection of the
control marking(s), each portion requiring the marking(s) shall, to the extent
feasible, be marked with the appropriate marking abbreviation authorized by
this directive. :

c. The standardized restrictions and control markings set forth in this
directive are to be employed uniformly by all departments and agericies in the
intelligence community, thereby assuring like control and restrictions on the
usc of foreign intelligence disseminated within the departments and agencies
represented on the USIB.

d. The substance of this dircctive shall be published in appropriate regula-
tory or nolice media of cach ageney or department, together with appropriate
procedures permitting rapid interagency consultation concerning utilization

of intelligence and information. For this purpose, c¢ach USIB agency will
desx'fmtc' a primary referent, :

5
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7. Report of unauthorized disclosure - .

~ Violations of the foregoing restrictions and control markings that result in
unauthorized disclosure by one agency of the foreign intelligence of another
shall be reported to the Director of Central Intelligence through the USIB

Sccurity Committee. .

~ 8. Prior restrictions and markings

Questions with respect to the current app’’cation of comlol marl\mm; author-
. ized by earlicr directives on the dissemination and control of intelligence and
. utilized on documents issued prior to the date of this dircctive should be
.referred to the originating agency. These markings are: WARNING NOTICE—
SENSITIVE SOURCES AND METHODS INVOLVED, CONTROLLED
DISSEM, NSCPARTICIPATING AGENCIES ONLY, INTEL COMPONENTS
- ONLY, LIMITED, CONTINUED CONTROL, NO DISSEM ABROAD,
BACKGROUND USE ONLY and NO FOREIGN DISSEM.

" ,f,;' o AR * : - W“E~ Colby

BRI Buec{or ‘of "Central’ Intengence I

6
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To All Recipients STAT]
STAT]
. The revisedz is in implementation of Executive Order STAT]

11652 which became effective on 1 June 1972 and the implementing
National Security Council Directive issued May 17, 1972.

The revisedzhas been submitted for approval to the STAT]
Interagency Classification Review Committee as required by the Executive
. Order. It is issued in the form attached in the interest of having it
become effective as soon as possible. It will be reissued in the near
future in the normal format of Agency Regulations with any changes
required as a result of the review by the Interagenty Classification
Review Committee. Meanwhile it has the full force and effect of any
other Agency Regulation and compliance must begin as soon as possible.

‘ Supervisors are responsible for the orientation and briefing of
employees under their supervision to ensure that they are thoroughly
familiar with the provisions | |and fully informed of its appli- STAT]
cation. Employees to whom classification authority has been delegated
are individually responsible for familiarizing themselves completely

. with its content. : \

Extra copies may be obtained from the Chief, STAT]
Regulations Control Branch, Support Services Staff, on extensionz STAT
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13 June 1972

NATIONAL SECURITY INFORMATION - CLASSIFICATION,

DECLASSIFICATION AND ACCESS

PART I. INTRODUCTION

A. Executive Order 11652 - CIA Implementation. Executive Order
11652 and the implementing National Security Council Directive of May 17,
1972, regulate and control the protection and management of national security
information and material and provide for access to such information. This
regulation is the Agency implementation of those portions of the foregoing
directives which impose requirements with respect to classifying, declas-
sifying and managing, and concerning access to such information.
is the implementation of the provisions of E.O. 11652 concerning storage.
ﬁimplements the provisions concerning transmission and destruction.

B. Purposes - CIA Administration. The primary purpose of the
Executive Order and the Directive obviously is to protect information involving
national security. An equally important objective is to prevent the system for
protecting such information from operating to prevent, unnecessarily or im-
properly, information from becoming available to the public. To accomplish
these objectives, the two directives require the classification of national
security information, prohibit its overclassification or classification for
improper reasons, and require prompt and orderly declassification when
national security considerations permit such action. Physical protection of
national security information is required, access to such information is
limited, and effective measures to manage such information are required.
Agency implementation and administration of the Order will seek to accom-
plish these objectives. The responsibility of the Director to protect intelli-
gence sources and methods, as prescribed by the National Security Act of
1947, also will be implemented by CIA actions under the Order.

C. Effective Dates. The Executive Order and NSC Directive are
effective June 1, 1972. This Revision of Sshall become effective
upon approval by the Interagency Classification Review Committee.
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D. Definitions. The following definitions are prescribed by
E.O. 11652.

1. National Security Information. National security information
is information or material which requires protection against unauthor-
ized disclosure in the interest of the national defense or foreign relations
of the United States.

2. Top Secret. Top Secret refers to that national security
information or material which requires the highest degree of protection.
The test for assigning Top Secret classification shall be whether its
unauthorized disclosure could reasonably be expected to cause excep-
tionally grave damage to the national security. Examples of exception-
ally grave damage include armed hostilities against the United States
or its allies; disruption of foreign relations vitally affecting the national
security; the compromise of vital national defense plans or complex
cryptologic and communications intelligence systems; the revelation
of sensitive intelligence operations; and the disclosure of scientific or
technological developments vital to national security.

3. Secret, Secret refers to that national security information
or material which requires a substantial degree of protection. The test
for assigning Secret classification shall be whether its unauthorized
disclosure could reasonably be expected to cause serious damage to
the national security. Examples of serious damage include disruption
of foreign relations significantly affecting the national security; signifi-
cant impairment of a program or policy directly related to the national
security; revelation of significant military plans or intelligence opera-
tions; and compromise of significant scientific or technological
developments relating to national security.

4, Confidential. Confidential refers to that national security
information or material which requires protection. The test for
assigning Confidential classification shall be whether its unauthorized
disclosure could reasonably be expected to cause damage to the national
security,
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WASHINGTON, D.C.

“ Volume 37 ® Number 48

PART Il

-

“THE PRESIDENT
EXECUTIVE ORDER {1652

Classification and Declassification of

_ , ‘ National Security Information

‘and Material

No. 48—Pt, 1
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Title 3—The President
-EXECUTIVE ORDER 11652

Classification and Declassification of National Secunty Informatlon
and Material

The interests of the United States and its cmzens are best served by
m'kacr information regarding the affairs of Governument readily avail-
able to the public. This concept of an informed citizenry is reflected in
the Freedom of Information Act and in the current public information
policies of the cxecutive branch.

Within the Federal Government there is some official information
and material which, because it bears directly on the effectiveness of our
national defense and the conduct of our foreign relations, must be sub-
ject to some constraints for the security of our Nation and the safety of
our people and our allies. To protect against actions hostile to the United
States, of both an overt and covert nature, it is essential that such
offic xal infor rxmtton and material be given only limited dissemination.

Thlb ofﬁcnl mforrnatlon or material, referred to as classified infor-
mation or material in this order, is. cxpres&ly exempted from public
disclosure by Section 552(b) (1) of Title 5, United States Code. Wrong-
ful disclosure of such information or matcnal is recognized in the Federal B
Criminal Code as providing a basis for prosecution.

To cnsure that such information and material is protected, but only
to the extent and for such period as is necessary; this order identifies the
information to be protected, prescribes classification, downgrading, de-
classification and safeguarding procedures to.be followed, and establishes

~ o a momtoxm'T system to ensu"c its effectiveness.

NOW, THEREF leE, by virtue of the authority vested in me by the
Constitution and statutes of the United States, it is hereby ordered: -

Section 1. Securiiy Classification Categories. Official information or
material which requires protection against unauthorized disclosure in. the
interest of the national defense or foreign relations of the United States
(hereinafter collectively termed “national security”) shall be classified
in one of three categories, namely“Top Secret,” “Secret,” or “Confiden-
tial,” depending upon the degree of its significance to national security.
No other categories shall be used to identify official information or
material as requiring protection in the interest of national security, except

as otherwise expressly provided by statute: Thesc classification categories
are defined- as follows: A

{A) “To[) Secret” “Top Secret” refers to that national security
information or material which requires the highest degree of protection.
The test for assigning “Top Sccret” classification shall be whether its
unauthorized disclosure could réasonably be expected to cause excep-
tionally grave damage to the national sccurity. Examples of “excep-
tionally grave damage” include armed hostilities against the - United
States or its allies; distuption of forcign relations vitally offecting the
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national security; the compromlse of vital national defense plans or
-complex cryptologic. and communications intelligence systems; the
revelation of sensitive intelligence operations; and the disclosure of scien-
tific or technological developments vital to national security. This
classification shall be used with the utmost restraint. .

(B) “Secrei.” “Secret” refers to that national security information or ‘
‘material which requires a substantial degree of protection. The test - '
for assigning “Secret” classification shall be whether its unauthorized
disclosure could reasonably be C‘{pCCth to cause serious damage to the
national security. Examples of “scrious damage” include disruption of '
“foreign rclatlons &gmﬁmntly affecting the national security; significant
impairment of a program or policy directly related to the national secu-
rity; revelation of significant military plans or intelligence. operations; :
and compromise of significant scientific or technological developments
relating to national security. The classification “Secret” shall be sparingly
used, ' S ‘

(C) “Confidential.” “Confidential” refers to that national security
information or material which requires protection. The test for assign-
g “Confidential” classification shall be whether its unauthorized dis-
closurc could reasonably be expected. to cause d'unzwe to the national

SLCUI'ltV

Sec. 2. Authority to Classify. The authority to originally classify in- ' ,
formation or material under this crder shall be restricted solely to those -
- offices within the executive branch which are concerned with matters. -
of national security, and shall be limited to the minimum number -
absolutely required for efficient administration. Except as the context -
may otherwise indicate, the term “Department” as used in this order
shall include agency or other governmental unit. o

(AY The"a.utho;ity to originally classify information or material un-
der this order as “Top Secret” shall be exercised only by such officials as
the President may designate’in wntlnd and by: - .

(1) The heads of the Departments listed below;

(2) Suchof theu senior pnncxpal deputies and assmtanta as the heads
of such Dcp"u tments may desmnate in writing; and

(3) "Such heads and senior principal deputies and assistants of ma_]or
elements of such Departments, as the heads of ,such Departments may
designate in writing.

Such offices in the Exccutive Office of the Pres1dent as the
President may - designate in writing.

Central Intelligence Agency
Atomic Energy Commission
Department of State
Department of the Treasury

" Department of Defense
Department of the Army

. Department of the Navy
Department of the Air Force
United States Arms Control and starmament Agency

FEDERAL REGISTER, VOL. 37, NO. 48—FRIDAY, MARCH 10, 1972

Approved For Release 2007/07/10 : CIA-RDP86-00674R000200120002-6



Approved For Release 2007/07/10 : CIA RDP86 00674R000200120002-6 o 5211

Department of Justice _
National Aeronautics and Space Administration
Agency for Intemational Development

(B) The authority to-originally classify information or material under
this order as “Secret” shall be exercised only by:

(1) Officials who have “TOp Secret” classification authority;

(2)" Such subordinates as officials with “Top Secret” classification
authority under (A) (1) and (2) above may desmn'ltc in writing; and

(3) The heads of the followmcr named Departments and such senior
- principal deputies or assistants as they may designate in writing. '

Department. of 'lmnspormtion

Tederal Communications Commission
Export-Import Bank of the United States
Department of Commerce .
-United States Civil Service Commission
United States Information Agency
General Services Administration
Department of Health, ducation, and W elfare
Civil Aeronautics Board :
Federal Maritime Commission

Federal Power Commission

National Science Foundation

Ov erscas Private Investment Corporation

(C) The authority to originally classify information or material un-
der this order as “Confidential” may be exercised by officials who have
“Top Secret” or “Sccret” dassification authority and such oﬂ'iualb
.as they may dcsm nate in writing.

(D) Any Department not referred to hcxem and any Dme tment or
unit established hereafter shall not have authority to originally cldssﬁy
information or material under this order, unless specifically authorized
hereafter by an Executive order. :

Src. 3. duthority to Downfmde and Declassify. The authority to
downgrade and declassify national \CCUI‘lt) information or material shall ' -
be excrcised as follows: ‘

(A) Information or material may be downgraded or declassified by
the official authorizing the original classific ation, by a successor in capac-
1ty or by a supervisory oﬁcml of cither. ~

(B) Downgrading and declassification 'mthonty may. also be exer-
cised by an official specifically authorized under regulations issued by the
hmd of the Dcpartment listed in Scctlons 2(A)-or (B) hereof." ‘

(C) In the case of classified information or material officially trans-
ferred by or pursuant to statute or Executive order in conjunction with .
a transfer of function and not merely for storage purposes, the receiving -~
Department shall be dcemed to be the originating Department for all
purposes under this order including downgrading and declass1ﬁcat10n
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(D) In the case of classified information or material not officially
_transferred within (C) above, but originated in a Department which
has since ceased to exist, each Department in possession shall be deemed
to be the originating Department for all purposes under this order. Such
information’ or material may be downgraded and declassified by the
Department in possession after consulting with any other Departments
having an interest in the subject matter.

(E) Classified information: or material transferred to the General
Scrvices Administration for ‘accession into the Archives of the United -
States shall be downgraded and declassified by the Archivist of the -
United States in accordance with this order, directives of the President
issued through the National Security Council and pertmcnt rcvuhtlons’
of the Departments.

(F) Classified information or material with special markings, as’
described in Section 8, shall be downgraded and declassified as required
by law and governing regulations,

" Sec. 4. Classification. Each person possessing classifying authority -
shall be held accountable for the propriety of the classifications attrib- ~ . -
uted to him. Both unnecessary classification and over-classification shall .
be avoided. Classification shall be solely on the basis of national security
considerations. In no case shall information be classified in order to
conceal inefficiency or administrative error, to prevent embarrassment
to a person or Department, to restrain competition or independent ini-
tiative, or to prevent for any other reason the release of information
‘which does not require protection in the interest of national security,
The following rules shall apply to classification of information under -
this ‘order: )

(A) Documents in General. Each classified document shall show on
its facc its classification and whether it is subject to or exempt from the - v
General Declassification Schedule. It shall also show the office of origin, -
the date of preparation and classification and, to the extent practicable,
be so marked as to indicate which portions are classified, at what lev el,
and which portlons are not classified in order to facilitate excerpting and
other use. Material containing references to classified materials, which
references do not reveal classified information, shall not be classified.

(B) Identification of Classifying Authority. Unless the Department
mvolved shall have provided some other method of identifying the
“individual at the highest level that authorized classification in each case,
‘material classified under this order shall indicate on its face the identity
of the highest authority authorizing the classification. Where the indi-
vidual who signs or otherwise authenticates a document or item has also
authorized the classification, no further annotation as to his identity
s rcquxred

() Informahon or .Matenal Furnished by a Foreign Government or .
International Organization. Classified information or material furnished
to the United States by-.a foreign government or international organiza-
tion shall either retain its original classification or be assigned a United
States classification. In either case, the classification shall assure a degree
of protection equivalent to that required by the government or inter-
" national organization which furnished the information or material.

\
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(D) Classification Responsibilities. A holder of clasified informa-
tion or material shall observe and respect the classification assigned
by the originator. If a holder believes that there is unnecessary classi-
fication, that the assigned classification is improper, or that the docu- ,

* ment is subject to declassification under this order, he shall so mform
the originator who shall thereupon re-examine the classification.’

. SEC. 5 Decla;:zf catwn and Downgrading. Classified information and
material, unless declassified cazlier by the original class;fymg authority,
shall be declassified and’ dowugxaded in accordarice with the following .

rules: ‘ :

(A) General Decl(miﬁcation‘ Schedule. (1) “Top Secret.” Infor-
mation or material originally classified “Top Secret” shall become
automatxczuly downgraded to “Secret” at the end of the second full
calendar year following the year in which it was originated, down-

- graded to “Confidential” at the end of the fourth full calendar year
following the year in which it was originated, and declassified at the
end of the ténth. full calendar year followmg th(, year in which it was.
originated. :

(2) “Secret.” Informatxon and material originally classified “Sccmt”
shall become automatically downgraded to “Confidential” at the end
of the second full calendar year following the year in which it was
originated, and declassified at the end of the eighth full calendar year
foHov»mw the year in Wthh it was ongmmted

(3) “Confi dential” Information and material originally classified
“Confidential” shall become automatically declassified at the end of the
- sixth full calendar year following the year in which it was originated.

(B) Exemptions from Genercl Declassification Schedule. Certain
classified information or material may warrant some degree of pro-
tection for a period exceeding that provided in the General, Declassi-
fication Schedule. An official authorized to orlgmally classify
information or material “Top Secret” may exempt from the General

- Declassification Schedule any level of classified information or material
originated by him or under his supervision if it falls within one of the
categories described below. In each case such official shall specify in
writing on the material the exemption category being claimed and,

- unless impossible, a date or event for automatic declassification. The
use of the exemption authority shall be kept to the absolute minimum
consistent with national security requirements and shall be restrlcted
to the following categories:

(1) Classified information or material furnished by foreign govern- -
‘ments or international organizations and held by the United States on
the understanding that it be kept in confidence. -

(2) Classified information or material spcaﬁca]ly covered by statutc
or pertaining to cryptography, or dlSClOalnﬂ‘ intelligence sources or
methods. : -

(3) Classified information or maternl disclosing a system, plan,
installation, project or specific foreign relations matter the - continuing '
- protection of whxch is essential to the national security.
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(4) Classified mform'mon or material the ch:closurc of Wthh-
would place a person in immediate jeopardy.

(C) A[andatory Review of Exempted Material.” All clas;xﬁed nfor-
mation and material originated after the effective date of this order
which is exempted under (B) above from the General Declassification
Schedule shall be subject to a classification review by the originating
Depa.rtment at any time after the expiration of ten years from the date
of origin provided:

(1) A Depnrtment or member of the public requests a review; T

_ (2) The request describes the record with sufficient pmlcul'mty to
. cnable the Depa.rtmcnt to identify it; and

. . P
, (o) The record can be obtained with onIy a re'lsonable amount of .
. eﬂort o

Information or material which no longer qualifies for exemption under
(B) above shall be declassified. Information or material continuing to
qualify under (B) shall be so marked and, _unless impossible, a dd.tC for _
automatic ucclas<1ﬁcatxon shall be set.

(D) A/)[llzcabzlzty of the General Declasszﬁcatzon Schedule to Previ-
ously Classified Matérial. Information or material classified before the .
. effective date of this order and which is assigned to Group 4 under

- Executive Order No. 10501, as amended by Executive Order No. 10964,
shall be subject to the General Declassification Schedule. All other infor-

" mation or material classified before the effective date of this order,
whether or not assigned to Groups 1, 2, or 3 of Executive Order
No. 10501, as amended, shall be excluded from the General Declassifica-
tion Scheaule However, at any time after the expiration of ten years
from the date of origin-it shall be subject to a mandatory classification
review and disposition under the same conditions and criteria that apply
to classified information and material created after the cffectlve date of
this ordcr as set forth in (B) and (C) above. '

(E) Declassvfcatzon of Classified Informatzon or. Material After
Thirty Years. All classified information or material which is thirty years
old or more, whether originating before or after the effective date of
this order, shall be-declassified under the followmg conditions:

(1) All information and material classified after the effective date-of . -
this order shall, whether or not declassification has been requested,
become automatically declassified at the end of thirty full calendar years
after the date of its original classification except for such specifically
identified information or material which the head of the originating
Department personally determines in writing at that time to réquire
continued protection because such commued protectlon is essential to
the national security or disclosure would place a pezson in immediate
jeopardy. In such case, the head of the Department shall also specxfy
the period of continued classification.

(2) All information and material classified before the effective date

f this order and more than thirty years old shall be systematically
revlcwcd for declassification by the Archivist of the United States by the
end of the thirtieth full calendar year following the year in which it was -
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Ulgiatcd. 1n s review, tne Arcavisi will separate and keep- protected
only such information or material as is specifically identified by the-»
head of the Department in accordance with (E)(1) above. In such -
case, the head of the Department shall also spectfy the period of
. continued classification. : :

(F) Depmtments Which Do Not H(zve Aul}zonty For Original
Classification. The provisions of. this section relating to the declassifica-
tion of national security information or material shall apply to Depart-
ments which, under the terms of this order, do not have current authority
to originally cla.ssxfy information or matérial, but which fomlf:rly had

~ such authonty under prcnouq Executive orders.

B

Sec. 6. _Polzcy Directives on Access, Marking Sa[ekeepzng, Account-
ability, Transmussion, Disposition and Demuction of Classified Informa«
tion and Material. The President acting through the National Security
Council shall issue directives which shall be binding on all Departments
to protect classified information from loss or compromise. Such.
directives shall conform to the following pohcxcs

(A) No person shall be given access to’ classified mformatxon or .
material unless such person hasbeen determined to be trustworthy and
_unless access to such information is is necessary for the performance of hxs
duties.

(B) All classified mformatxon and material sh"dl be appropnatdy
and - conspicuously marl\ed to put all persons on cle?r notice: of 1ts
classified contents. ‘

(C) Classified information and material shall be used, possessed, and
stored only under conditions which will prevent access by un'mthorxzcd
persons or dissemination to unauthorized persons,

(D) All classified information and material disseminated oﬁt:sidc the
executive branch under Executive Order No 10865 or otherwxsc shall
be properly protected. o

(E) Appropriate accountability records for classified information
) shall be established and mamtamed and such mformatlon and material
shall be protectcd adequately durmg all transmissions.

(F) Classified .nfoxmatmn and material no longer needed in current
working files or for reference or record purposes shall be destroyed. or
dxsposed of in accordance with the records disposal provisions contained )
in Chapter 33 of Title 44 of the United States Code and other apphcablc E .
statutcs : . .

(G) Clasmﬁed mformatxon or material shall be reviewed on a sys-
tematic basis for the purpose of au:comphahu'xor downgrading, declassifica-
tion, transfer, retirement and destruction at the earliest practicable date.

Sec. 7. Implementation and Review Re:ponszbzlztzes (A) The Na-

- tional Security Council shall monitor the 1rnplementauon of this order.
To assist ‘the National Security Council, an Interagency Classifica-

tion Review Committee shall be established, composed of representa-

tives of the Departments of State, Defense and Justice, the Atomic

Encrgy Commnsmn the Central Intelligence Agency and the Natmnal
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‘ 'Security Council Staff and a Chairman designated by the President.
_Representatives of other Departments in the executive branch may be
invited to meet with the Committee on matters of particular interest
to those Departments. This Committee shall meet regularly and on a
continuing basis shall review and taLc action to ensure comphance with
this order, and in particular:

(1) The Committee shall oversee Department actions to ensure com-
pliance with the provisions of this order and implementing directives . :
issued by the Presulent through the I\latxonal Security Council. ’ - %

~- (2) The Committée shall, subject to procedures to be estabhbhed by
it, receive, consider and take action on suggestions and complaints from -
persons within or without the government with respect to the admin-
istration of this order, and in consultation w1th the affected Department
or Departments assure that approprntc action is taken on such sug-
gestions and complaints. :

(3) Upon request of the Committee Chairman, any Department shall
furnish to the Committee any particular information or material needed
by the Committee in carrying out its functions.

(B) To promote the basic purposes of this order, the head of each: '
_Dcpartment originating or handling classified mformatlon or matenal
shall: ' :

(1) Prior to the effective date of this order submit to the Interagency
Classification Review Committee for approval a copy of the regulations
it proposes to adopt pursuant to this order.

(2) Designate a senior member of his staff- who shall ensure effec-
tive compliance with and implementation of this order and shall also
chair-a Departmental committee which shall have authority to act _ Sy

con all suggestions and complaints with respect to thc Departments '
administration of this order. :

(3) Undertake an initial proomm to familiarize the c*nployem of
his Department with the provisions of this order. He shall also estab-
Lsh and maintain active training and orientation programs for em-
ployees concerned with classified information or material. Such programs
shall include, as a minimum, the briefing of new employees and periodic
reorientation during employment to impress upon each mdlwdual his
responsibility for exercising vigilance and care in complying with the
provisions of this order. Additionally, upon termination of employ- ,
ment or contemplated temporary separation for a sixty-day period or -
more, employees shall be debriefed and each reminded of the provisions
of the Criminal Code and other applicable prowslons of law relating
to penalties for unauthorized disclosure. : :

( C) The Attorney General, upon request of the head of a Depart-

" ment, his duly designated representative, or the Chairman of the above - i
described Committee, shall personally or through authorized repre- '
sentatives of the Department of Justice render an mterpretanon of this
order with respect to any quesnon aubmg in the course of its admin-

. istration. . . .
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Skc. 8. Material Covered by the Atomic Energy Act. Nothing in this
order shall supersede any requirements made by or under the Atomic
Energy Act of August 30, 1954, as amended. “Restricted Data,” and '
material designated as “Formerly Restricted Data,” shall be handled, .
protected, classified, downgraded and declassified in conformity with
the provisions of the Atomic Encrgy Act of 1954, as amended, and the
regulations of the Atomic Enerey Commission. :

Src. 9. Special Departmental Arrangements. The originating De-
partment or other appropriate duthori(:y may impose, in conformity
~with the provisions of this order, special requirements with respect to
access, distribution and protection of classified information and material,
including those which presently relate to communications intelligence,
intelligence sources and methods and ¢ ryptog raphy.

Sec. 10. E*ccpplwnal Cases. In an exceptional case when a person
or Department not authorized to classify information ougmales
-information which is believed to require classification, such person or
Department shall protect that information in the manner prescribed
by this order. Such persons or Department shall transmit the informa-
tion forthwith, under appropriate safeguards, to the Department having
primary interest in the subject matter with a requcbt that a determina-
tion be made as to ClaSblﬁCELthIl :

Sec. 11. Declassiﬁcation of Presidential Papers. The Archivist of the
United States shall have authority to review and declassify information
and material which has been classified by a President, his White House
Staff or special committce or commission appointed by him and which .
the Archivist has in his custody at any archival depository, including a .
Presidential Library. Such declassification shall only be undertaken in
accord with: (i) the terms of the donor’s deed of gift, (ii) consulta- .
tions with the Depdrtments having a primary subject-niatter interest,
and (iii) the provisions of Section 5.

Sec. 12. Historical Research and Access by Former Government
Officials. The requirement in Section 6(A) that access to classified
information or material be granted only as is necessary for the perform-
ance of one’s duties shall not apply to persons outside the executive
branch who are engaged in historical research projects or who have
previously occupied policy-making positions to which they were
appointed by the President; Provided, however, that in each case the
head of the originating Department shall:

(i) determine that access is clearly consistent with the interests of _
national security; and - : o
(ii) take appropriate steps to assure that classified information or
material is not published or otherwise compromised.
Access granted a person by reason of his having previously occupiéd a
policy-making position shall be limited to those papers which the

former official originated, reviewed, signed or received wlulc in public
office. ' :

Sec. 13. Administrative and Judicial Action. (A) Any officer or
employee of the United States who unnecessarily classifies or over-
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classifies information or material shall be notiﬁed that his actions are in

violation of the terms of this order or of a directive of the President ;
issued through the National Sccurity Council. Repeated- abuse of the

classification process shall be grounds for an administrative reprimand.

In any case where the Departmental committee or the Interagency Classi-

fication Review Committee finds that unnecessary classification or over-

classification has occurred, it shall make a report to the head of the

Department concerned in order that corrective steps may be taken. '

(B) The head of each Department is directed to take prompt and
stringent administrative action against any officer or employee of the
United States, at any level of employment, determined to have been re-
sponsible for any release or disclosure of national security information or
material in 2 manner not authorized by or under this order or a directive
of the President issued through the National Security Council. Where a
violation of criminal statutes may be involved, Departments will 1cfer
any such case promptly to the Department of Justice.

Sza. 14. Revocation of Executive Order No. 10501. Executive Order

* No. 10501 of November 5, 1953, as amended by Executive Orders No.

10816 of May 8, 1959, No. 10901 of January 11, 1961, No. 10964 of

September 20, 1961, No. 10985 of January 15, 1962, No. 11097 of

- March 6, 1963 and by Section 1(a) of No. 11382 of November 28 1967,
issuperseded as of the effective date of this order.

SEC 15. Effective date. This order shall become chctwe on June 1,
Tre WHITE HOUS

1972,
March 8J 1972.

[FR Doc.72-3782 Filed 5-9-72; 11:01 am] °
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March 8, 1972
Office of the White House Press Secretary

THE WHITE HOUSE

EXECUTIVE ORDER

CLASSIFICATiON AND DECLASSIFICATION OF NATIONAL
SECURITY INFORMATION AND MATERIAL o

The interests of the Unlited States and its cltlzens are
best served by making information regarding the affairs of
Government readily avallable to the public. This concept of
an informed citizenry 1s reflected in the Freedom of Information
Act and in the current public information policles of the
executive branch. .

Within the Federal Government there is some official
information and material which, because it bears directly on
the effectiveness of our national defense and the conduct of
our foreign relations, must be subject to some constraints for
the security of our Nation and the safety of our people and our
allles. To protect against actions hostile to the United States,
of both an overt and covert nature, it 1is essential that such
official information and material be given only limited
dissemination. , ,

This official information or material, referred to as
classified information or material in this order, is expressly
exempted from public disclosure by Section 552(b$(1) of Title 5,
United States Code. Wrongful disclosure of such information or
material 1s recognized in the Federal Criminal Code as providin
a basls for nrosecution. :

To ensure that such information and material is protected,
but only to the extent and for suck‘period as is necessary, this
order identifies the information to be protected, prescribes
classification, downgrading, declassification and safeguarding
procedures to be followed, and establlishes a monitoring system
to ensure 1its effectiveness.

NOW, THEREFORE, by virtue of the authority vested in me
by the Constitution and statutes of the United States, it 1is
hereby ordered:

Section 1. Security Classification Categorles. Official
information or material which requires protection against
unauthorized disclosure in the interest of the national defense
or foreign relations of the United States (hereinafter collec—
tively termed "national security") shall be classified in one
of three categories, namely "Top Secret," "Secret," or
"Confidential," depending upon the degree of its significance
to national security. No other categories shall be used to
identify official information or material as requiring protection
in the interest of national securlty, except as otherwlse ex-
pressly provided by statute. These classification categories
are defined as follows:

(A) "Top Secret. " "Top Secret" refers to that national
security information or material which requires the
highest degree of protection. The test for assigning
"Top Secret™ classification shall be whether its unauth-
orized disclosure could reasonably be expected to cause
exceptionally grave damage to the national security.
Examples of "exceptionally grave damage" include armed

' more
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hostilities against the United States or its allies; dis=-
ruption of foreign relations vitally affecting the national
security; the compromise of vital national defense plans
or complex cryptologic and cormunications intelligence
systems; the revelation of sensitive intelligence ovnera-
tions; and the disclosure of scientific or technological
developments vital to national security. This classifica-
tion shall be used with the utmost restraint.

(B) "Secret." "Secret" refers to that national security
information or material which requires a substantial degree
of protection. The test for assigning "Secret" classifica-
tion shall be whether its unauthorized disclosure could
reasonably be expected to cause serious damage to the
national security. Examples of "serious damage” include
disruption of foreign relations significantly affecting

the national security; significant impairment of a

program or policy directly related to the national
security; revelation of significant military plans or
intelligence operations; and compromise of significant
scientific or technological developments relating to
national security. The classification "Secret” shall

be sparingly used.

(¢) "Confidential! "Confidential" refers to that
national security information or material which requires
protection. The test for assigning "Confidential" classi-
fication shall be whether its unauthorized disclosure
could reasonably be expected to cause damage to the
national security. :

Section 2. Authority to Classify. The authority. to
originally classify information or material under this order
shall be restricted solely to those offices within the executive
branch which are concerned with matters of national security,
and shall be limited to the minimum number absolutely required
for efficient administration. Except as the context may other-
‘wise indicate, the term "Department" as used in this order shall
include agency or other governmental unit.

(A) The authority to originally classify information or
material under this order as "Top Secret" shall be
exercised only by such officials as the President may
designate in writing and by:

(1) The heads of the Departments listed below;

(2) Such of their senior principal deputies and
assistants as the heads of such Departments may
designate in writing; and

(3) such heads and senior principal deputies and
assistants of major elements of such Departments,
as the heads of such Departments may designate in
writing. -

Such offices in the Executive Office of the
President as the President may designate
in writing

Central Intelligence Agency

Atomic Energy Commission

Department of State

Department of the Treasury

Department of Defense

Department of the Army

Department of the Navy

Department of the Air Force

United States Arms Control and Disarmament
Agency '

Department of Justice

National Aeronautics and Space Administration

Agency for International Development
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(B) The authority to origilnally classify information or
material under this order as "Secret" shall be exercised
only by:

(1) Officials who have "Top Secret" classification
authority;

(2) Such subordinates as officials with "Top Secret”
classification authority under (A)(1) and (2) above
may deslignate in writing; and

(3) The heads of the following named Departments
and such senior principal deputies or assistants as
they may designate in writing. .

Department of Transportation

Federal Communications Commission
Export-Import Bank of the United States
Department of Commerce

United States Civil Service Commlssion
United States Information Agency
General Services Administration
Department of Health, Education, and Welfare
Civil Aeronautics Board

Federal Maritime Commission

Federal Power Commission

National Science Foundation

Overseas Private Investment Corporation

(C) The authority to originally classify information or
material under this order as "Confidential" may Qe "
exercised by officials who have "Top Secret" or "Secret
‘classification authority and such officlals as they may
designate 1n writing.

(D) Any Department not referred to herein and any
Department or unit established hereafter shall not have
authority to originally classify information or material
under this order, unless specifically authorized here-
after by an Executive order.

Section 3. Authority to Downgrade and Declassify. The
authority to downgrade and declassify national security informa-
tion or material shall be exercised as follows:

(A) Information or material may be downgraded or declassi-
fled by the official authorizing the original classifica-
tion, by a successor in capacity or by a supervisory
official of either.

(B) Downgrading and declassification authority may also
be exercised by an official specifically authorized under
regulations issued by the head of the Department listed
in Sections 2(A) or (B) hereof. .

(C) 1In the case of classified information or materlal
officially transferred by or pursuant to statute or
Executive order in conjunction with a transfer of functilon
and not merely for storage purposes, the receiving Depart-
ment shall be deemed to be the originating Department for
all purposes under this order including downgrading and
declassiflcation. :

(D) In the case of classified information or material

not officially transferred within (C) above, but originated
in a Department which has since ceased to exlst, each
Department in possessian shall be deemed to be the
originating Department for all purposes under this order.

more
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Such information or material may be downgraded and declassi-
fied by the Department in possession after consulting with
any other Departments having an interest in the subject
matter.

(E) Classified information or material transferred to
the General Services Administration for accession into
the Archives of the United States shall be downgraded and
declassified by the Archivist of the United States in
accordance with this order, directives of the President
issued through the National Security Council and pertinent
regulations of the Departments.

(F) Classified information or material with special markings,
as described in Section 8, shall be downgraded and declassi-
fied as required by law and governing regulations.

Section 4. Classification. Each person possessing classl-
fying authority shall be held accountable for the propriety of
the classifications attributed to him, Both unnecessary classifi-
cation and over-classification shall be avoided. Classification
shall be solely on the basis of national security considerations.
In no case shall information be classified in order to conceal
inefficiency or administrative error, to prevent embarrassment
to a person or Department, to restraln competition or independent
initiative, or to prevent for any other reason the release of
information which does not require protection in the interest of
national security. The following rules shall apply to classifi-
cation of information under this order:

(A) Documents in General. Each classified document shall
show on 1ts face its classification and whether it is
subject to or exempt from the General Declassification
Schedule. It shall also show the office of origin,

the date of preparation and classification and, to tne
extent practicable, be so marke as to indicate which
portions are classified, at what level, and which portions
are not classified in order to facilitate excerpting and
other use. Material containing references to classified
materials, which references do not reveal classified
information, shall not be classified.

(B) Identification of Classifying Authority. Unless the
Department involved shall have provided some other method
of identifying the individual at the highest level that
authorized classification in each case, material classified
under this order shall indicate on its face the identity
of the highest authority authorizing the classification.

. Where the individual who signs or otherwise authentlicates
a document or item has also authorized the classification,
no further annotation as to his identity is required.

(C) Information or Material Furnished by a Forel )
Government or International Organizatilon. Iassi%?ed
Tnformation or material furnished to the United States by
a foreign government or international organization shall
elther retain its original classification or be assigned

a United States classification. In either case, the
classification shall assure a degree of protection equiva-
lent to that required by the government or 1nternationa%
organization which furnished the information or materlal.

(D) Classification Responsibilities. A holder of
classified information or material shall observe and
respect the classification assigned by the originator.

If a2 holder believes that there is unnecessary classifica-
tion, that the assigned classification is improper, or
that the document is subject to declassification under
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this order, he shall so inform the originator who shall
thereupon re-examine the classification.

Section 5. Declassification and Downgrading. Classifiled
information and material, unless declassified ear%ier by the
original classifying authority, shall be declassified and down-
graded in accordance wilth the following rules:

(A) General Declassification Schedule.

(1) "Top Secret." Information or material
originally classified "Top Secret" shall become
automatically downgraded to "Secret" at the end
of the second full calendar year following the
year in which it was originated, downgraded to
"Confidential" at the end of the fourth full
calendar year following the year in which it was
originated, and declassified at the end of the
tenth full calendar year following the year in
which it was originated.

(2) "Secret." Information and material originally
classified "Secret" shall become automatically down-
graded to "Confidential" at the end of the second
full calendar year following the year in which it
was originated, and declassified at the end of the
eighth full calendar year following the year in
which 1t was originated.

(3) "Confidential." Information and material
originally classified "Confidential" shall become
automatically declassified at the end of the slxth
full calendar year following the year in which it
was origlnated.

(B) Exemptions from General Declassification Schedule.
Certaln classified information or material may warrant
some degree of protection for a period exceeding that
provided in the General Declassification Schedule. An
official authorized to originally classify informatlion or
material "Top Secret" may exempt from the General Declassl=-
fication Schedule any level of classified information or
material origlnated by him or under his supervision 1if it
falls within one of the categories described below. In
each case such official shall speclify in writing on

the material the exemptlon category being claimed and,
unless impossible, a date or event for automatic declassi-
fication. The use of the exemption authority shall be
kept to the absolute minimum consistent with national
security requirements and shall be restricted to the
followlng categories: ,

(1) Classified information or material furnished

by foreign governments or international organizations
and held by the United States on the understanding
that 1t be kept in confidence.

(2) Classified information or material specifically
covered by statute, or pertalning to cryptography,
or disclosing intelligence sources or methods.

(3) Classified information or materlal disclosing a
system, plan, installation, project or specific
foreign relations matter the continulng protection
of which is essential to the natlonal securlty.

(4) Classified information or material the dilsclosure
of which would place a person in immedlate Jeopardy.

more
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(C) Mandatory Review of Exempted Materlal. All classified
information and material originated after the effectlve
date of this order which is exempted under (B) above from
the General Declassification Schedule shall be subject to

a eclassification review by the originating Department at
any time after the explratlion of ten years from the date

of origin provided:

(1) A Department or member of the public requests
a review;

(2) The request describes the record with sufficient
narticularify to enable the Departrent to identify
it; and

(3) The record can be obtained with only a
reasonable amount of effort.

Information or material which no longer qualifies for
exemption under (B) above shall be declassified, Infor-
mation or material continuing to qualify under (B) shall
be so marked and, unless impossible, a date for automatic
declassification shall be set.

(D) Applicability of the General Declassification Schedule
to Previously Classified Material. Information or material
Classiflied before the effective date of this order and
which is assigned to Group 4 under Executive Order No. 10501,
as amended by Executive Order No. 10964, shall be subject
to the General Declassification Schedule. All other infor-
mation or material classifled before the effective date
of this order, whether or not assigned to Groups 1, 2, or 3
of Executive Order No. 10501, as amended, shall be excluded
from the General Declassification Schedule. However, at
any time after the expiration of ten years from the date
of origin it shall be subject to a mandatory classification
- review and disposition under the same conditions and
eriteria that apply to classified information and material
created after the effective date of this order as set forth
in (B) and (C) above.

(E) Declassification of Classified Information or Material
After Thirty Years. ALl classified information or material
whicn i1s thirty years old or more, whether originating
before or after the effective date of this order, shall

be declassified under the following conditions:

(1) All information and material classified after
the effective date of this order shall, whether or
not declassification has been requested, become
automatically declassified at the end of thirty full
calendar years after the date of its original classi-
fication except for such specifically identified
information or material which the head of the
originating Department personally determines in
writing at that time to require continued protection
because such continued protection is essential to
the national securlty or disclosure would place a
person in immedlate jeopardy. In such case, the
head of the Department shall also specify the period
of continued classification.

(2) A1l information and material classified before
the effective date of this order and more than thirty
years old shall be systematlcally reviewed for
declassification by the Archivist of the United States
by the end of the thirtieth full calendar year
following the year in which it was originated. In his
review, the Archivist will separate and keep protected
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only such information or material as 1s specifically
identified by the head of the Department in accordance
with (E)(1) above. In such case, the head of the
Department shall also specify the period of continued
classification.

(F) Departments Which Do Not Have Authority For Original
Classification. The provisions of this section relating to
the declassification of national security information or
material shall apply to Departments which, under the terms
of this order, do not have current authority to originally
classify information or material, but which formerly had
such authority under previous Executive orders.

Section 6. Policy Directives on Access, Marking,
Safekeeping, Accountability, Ilransmission, Disposition and
Destruction of Classified Information and Material. The
President acting through the National Security Council shall
issue directives which shall be binding on all Departments to
" protect classified information from loss or compromise. Such
directlives shall conform to the following policies:

(A) No person shall be given access to classified
information or material unless such person has been

determined to be trustworthy and unless access to such

3nf:rmation is necessary for the performance of his
uties.

(B) All classified information and material shall be
appropriately and conspicuously marked to put all
persons on clear notice of its classified contents.

(C) Classified information and material shall be used,
possessed, and stored only under conditions which will

prevent access by unauthorized persons or dissemination
to unauthorized persons.

(D) All classified information and material disseminated
outside the executive branch under Executive Order
No. 10865 or otherwise shall be properly protected.

(E) Appropriate accountability records for classifiled
information shall be established and maintained and such
information and material shall be protected adequately
during all transmissions.

(F) Classified information and material no longer needed
in current working files or for reference or record
purposes shall be destroyed or disposed of in accordance
with the records disposal provisions contained in Chapter 33
°£ gizle 44 of the United States Code and other applicable
statutes. .

(G) Classified information or material shall be reviewed
on a systematic basis for the purpose of accomplishing
downgrading, declassification, transfer, retirement and
destruction at the earliest practicable date.

Section 7. Implementation and Review Responsibilitiles.

(A) The NatIonal Security Council shall Qonitbr'hhé
implementation of this order. To assist the National
Security Council, an Interagency Classification Review
Committee shall be established, composed of representatives
of the Departments of State, Defense and Justice, the
Atomic Energy Commission, the Central Intelligence Agency
and the National Security Council Staff and a Chairman
designated by the President. Representatives of other
Departments in the executive branch may be invited to
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meet with the Committee on matters of particular interest
to those Departments. This Committee shall meet regularly
and on a continuing basis shall review and take action

to ensure compliance with this order, and in particular:

(1) The Committee shall oversee Department actlons
to ensure compliance with the provisions of this
order and implementing directives issued by the
President through the National Securlty Council.

(2) The Committee shall, subject to procedures to
be established by it, receive, consider and take
action on suggestions and complaints from persons
within or without the government with respect to the
administration of this order, and in consultation
with the affected Department or Departments assure
that appropriate action is taken on such suggestions
and complaints.

(3) Upon request of the Committee Chalrman, any
Department shall furnish to the Committee any
particular information or material needed by the
Committee in carrying out its functions.

(B) To promote the basic purposes of this order, the head
of each Department originating or handling classified
1nformation or material shall:

(1) Prior to the effective date of this order sub-
mit to the Interagency Classification Review
Committee for approval a copy of the regulations

it proposes to adopt pursuant to this order.

(2) Designate a senior member of his staff who
shall ensure effective compliance with and
implementation of this order and shall also chair
a Departmentmental committee which shall have
authority to act on all suggestions and complaints
with respect to the Department's administration
of thils order.

(3) Undertake an initial program to familiarize
‘the employees of his Department with the provisions
of this order. He shall also establish and main-
tain active training and orientatlon programs for
employees concerned with classified information or
material. Such programs shall include, as a
minimum, the briefing of new employees and periodic
reorientation during employment to impress upon
each individual his responsibility for exercising _
vigilance and care in complying with the provisions
of this order. Additionally, upon termination of
employment or contemplated temporary separation for
a sixty-day pericd or more, employees shall be
debriefed and each reminded of the provisions of
the Criminal Code and other applicable provislons
of law relating to penalties for unauthorized
disclosure.

(C) The Attorney General, upon request of the head of a
Department, his duly designated representative, or the
Chairman of the above described Committee, shall per-
sonally or through authorized representatives of the
Department of Justice render an interpretation of this
order with respect to any question arising in the course
its administration.
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Section 8. Material Covered by the Atomic Energy Act.
Nothing in this order shall supersede any requirementcs made by
or under the Atomic Energy Act of August 30, 1954, as amended.
"Restricted Data," and material designated as "Formerly Restricted
Data," shall be handled, protected, classified, downgraded and
declassified in conformity with the provisions.of the Atomic
Energy Act of 1954, as amended, and the regulations of the
Atomic Energy Commlssion.

Section 9. Special Departmental Arrangements. The
originating Department or other appropriate authority may
impose, in conformity with the provisions of this order,
special requirements with respect to access, distribution and
protection of classified information and material, including
those which presently relate to communications intelllgence,
intelligence sources and methods and cryptography.

Section 10. Exceptional Cases. In an exceptional case
when a person or Department not authorized to classify informa-
tion originates information which is believed to require classi-
fication, such person or Department shall protect that informa-
tion in the manner prescribed by this order. Such persons or

_ Department shall transmit the information forthwith, under

appropriate safeguards, to the Department having primary interest -
in the subject matter with a request that a determination be
made as to classification.

Section 11. Declassification of Presidential Papers. The
Archivist of the United States shall have authority to review
and declassify information and material which has been classified -
by a President, his White House Staff or speclal commlttee or
commission appointed by him and which the Archivist has 1n his
custody at any archival depository, including a Presidential
Library. Such declassification shall only be undertaken in
accord with: (i) the terms of the donor's deed of gift, (ii)
consultations with the Departments having a primary subject-

matter interest, and (1i1) the provisions of Section 5.

Section 12. Historical Research and Access by Former
Government Officials. The requirement in Section 6(A) that
access to classified information or material be granted only as
18 necessary for the performance of one's duties shall not apply
to persons outside the executive branch who are engaged in
historical research projects or who have previously occupied
policy-making positions to which they were appointed by the
President; Provided, however, that in each case the head of
the originating Department shall:

(1) determine that access 1s clearly con-
sistent with the interests of national
securlity; and .

(11) take appropriate steps to assure that
classified information or material is not
published or otherwise compromised.

Access granted a person by reason of his having previously
occupied a policy-making position shall be limited to those

" papers which the former officilal originated, reviewed, signed

or received while in public office.

Section 13. Administrative and Judicial Action.

(A) Any officer or employee of the United States who
unnecessarily classifles or over-classifies information
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or material shall be notified that his actions are in
violation of the terms of this order or of a directive
of the President issued through the National Security
Council, Repeated abuse of the classiflcation process
shall be grounds for an administrative reprimand. In
any case where the Departmental committee or the Inter-
agency Classification Review Committee finds that
unnecessary classification or over-classification has
occurred, it shall make a report to the head of the
Department concerned in order that corrective steps may
be taken.

(B) The head of each Department is directed to take
prompt and stringent administrative action against any
officer or employee of the United States, at any level
of employment, determined to have been responsible for
any release or disclosure of national security informa-
tion or material in a manner not authorized by or under
this order or a directive of the President i1ssued through
the National Security Council. Where a violation of
criminal statutes may be involved, Departments will
refer any such case promptly to the Department of
Justice.

Section 14. Revocation of Executive Order No. 10501.
Executive Order No. 10501 of November 5, 1953, as amended by
Executive Orders No. 10816 of May 8, 1959, No. 10901 of
January 11, 1961, No. 10964 of September 20, 1961, No. 10985
of January 15, 1962, No. 11097 of March 6, 1963 and by
Section 1(a) of No. 11382 of November 28, 1967, are super-
seded as of the effective date of this order.

Section 15. Effective Date. This order shall become
effective on June 1,.1972.

RICHARD NIXON

THE WHITE HOUSE,

###HH
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